Contra Costa County Employees' Retirement Association
(“CCCERA”)
Request for Proposal (“RFP”) to Provide Cybersecurity
Governance and Risk Management Services

Issue Date: October 22, 2026

The Contra Costa County Employees' Retirement Association (“CCCERA”)
invites organizations to submit proposals on providing Cybersecurity Governance
and Risk Management Services.

SECTION |
BACKGROUND

CCCERA is a contributory defined benefit pension plan covering the employees of the
County of Contra Costa and other participating agencies pursuant to the County
Employees Retirement Law of 1937, California Government Code Section 31450, et
seq. CCCERA was established on July 1, 1945, to provide retirement allowances and
other benefits to the safety and general members employed by Contra Costa County.

Currently, Contra Costa County and 14 other participating agencies are members of
CCCERA. The participating agencies include:

Bethel Island Municipal Improvement District

Byron, Brentwood, Knightsen Union Cemetery District
Central Contra Costa Sanitary District

Contra Costa County Employees’ Retirement Association (CCCERA)
Contra Costa Fire Protection District

Contra Costa Housing Authority

Contra Costa Local Agency Formation Commission (LAFCO)
Contra Costa Mosquito and Vector Control District

First 5 Contra Costa Children & Families Commission
In-Home Supportive Services Authority (IHSS)
Moraga-Orinda Fire Protection District

Rodeo Sanitary District

Superior Court of Contra Costa County

San Ramon Valley Fire Protection District

In addition, CCCERA administers retirement, disability, or survivor benefits to retirees
or beneficiaries of a number of former participating agencies.

CCCERA is an independent governmental entity separate and distinct from the
County of Contra Costa. CCCERA is governed and managed by a 12 member
Board of Retirement. Of the 12 members, three are alternates, one for the



appointed members, one for safety, and one for retirees. Five Board members are
appointed by the Contra Costa County Board of Supervisors, one as an alternate.
Four Board members, including the safety alternate, are elected by CCCERA's
active membership. Two Board members are elected by the retirees, one as an
alternate. The County Treasurer serves as an ex-officio member. Board members,
with the exception of the County Treasurer, serve three-year terms in office, with no
term limits.

CCCERA’s membership includes approximately 15,500 active and deferred
members and more than 11,000 retired members and beneficiaries. Net current plan
assets total more than $14 billion.

SECTION I
SCOPE OF SERVICES/REQUIREMENTS

The vendor selected to provide Cybersecurity Governance and Risk
Management Services will be expected to meet the requirements and provide the
services set forth below:

1. Policy Development. The selected vendor will work with CCCERA staff
to develop cybersecurity policies aligned with the NIST SP 800-53 Rev. 5
control families. This includes reviewing CCCERA’s existing policies,
standards, and procedures, assessing how closely current practice follows
them, and identifying and prioritizing gaps. New and revised policies must
build on CCCERA’s existing documentation, including its Business
Continuity Plan, IT Runbook, and IT standards, rather than duplicate it.
Deliverables include draft and final policies, a document map showing how
each policy relates to existing CCCERA documentation and what it
replaces, and a recommended review and maintenance schedule.

2. Incident Response Program. The selected vendor will review CCCERA’s
current incident response capabilities, including the incident and
ransomware response procedures in its Business Continuity Plan and IT
Runbook, and formalize them into an Incident Response Plan. The plan
should define security events and incidents, severity levels, escalation
paths, roles and backups, legal, regulatory, and member notification
requirements, and coordination with outside parties such as legal counsel,
cyber insurance carriers, and technology vendors. The selected vendor
will also develop role-based incident response training for staff with
defined responsibilities.

3. Incident Response Tabletop Exercise. The selected vendor will plan
and facilitate a tabletop exercise to test the Incident Response Plan using
scenarios relevant to a public pension system. Participants are expected
to include IT, executive leadership, legal, and communications. The
selected vendor will provide an after-action report with findings and
recommended improvements, and a recommended approach for recurring
exercises.



4. Third-Party Risk Management. CCCERA relies on third parties for
pension administration, investment, actuarial, audit, and technology
services. The selected vendor will develop a risk-based third-party risk
management program, including a vendor inventory and risk tiering
approach, minimum due diligence requirements by tier, standard
cybersecurity contract language scaled to vendor risk, and procedures for
ongoing monitoring and periodic reassessment. The selected vendor will
also perform security assessments of up to six (6) of CCCERA’s most
critical vendors. (Prices for security assessments should be provided per
assessment.)

5. Optional Incident Response Support. Respondents may separately
propose on-call incident response support in the event of a cybersecurity
incident during the contract term. Pricing for this optional service must be
shown separately from items 1 through 4.

6. The selected vendor must be a professional firm whose primary line of
business includes providing services of the type specified in this RFP.

7. The vendor must have been in existence as a business entity performing
such services for a minimum of five (5) years.

8. The vendor must have all necessary permits and licenses to perform the
requested service. The selected firm must be bonded where applicable.

9. The selected firm shall provide all personnel, equipment, tools, materials,
vehicles, supervision, and other items and services necessary to perform
all services, tasks, and functions as defined in this RFP.

10.The selected firm shall comply with all federal, state, and local laws and
follow the most restrictive guidance in cases of conflicting guidance. All
work shall be performed in accordance with all applicable laws and codes,
manufacturers’ recommendations, and accepted industry standards.

11.The selected firm and its personnel will have access to confidential
CCCERA security information and must sign a confidentiality agreement
before work begins. Personnel assigned to this engagement must have
completed a background check.

12.The contract awarded pursuant to this RFP will be for a one-time
engagement, except for any optional incident response support selected
under item 5.

13.In general, normal business hours of operations are from 8:00 AM to 5:00
PM PST Monday through Friday, except for Federal and State holidays.



SECTION Ili
GENERAL INFORMATION

No Contact
No contact with CCCERA Board members and CCCERA staff regarding the
contents of this RFP will be allowed during the pendency of this RFP.

Partial Bids
Respondents may submit a proposal for the entire scope of work described in
this RFP or for a distinct portion, including one or more of the five services
listed in Section Il, items 1 through 5. CCCERA reserves the right to award the
contract in its entirety to a single vendor, to split the award among multiple
vendors, or to reject any and all partial bids if it is in the best interest of the
project.

Questions
Questions regarding this RFP must be submitted in writing to info@cccera.gov by
5:00 p.m. on November 5, 2026. Answers to all questions received will be
shared with all respondents by November 12, 2026.

Due Date
Three (3) printed copies of your proposal in a sealed package or packages and one
electronic copy including all submitted documents sent to info@cccera.gov are due no
later than 5:00 p.m. on December 3, 2026. All packaged proposals must be delivered
to:

CCCERA
1200 Concord Avenue, Suite 300
Concord CA 94520
Attention: Cybersecurity Governance and Risk Management Services RFP

No Reimbursement For RFP Expenses

CCCERA will not provide reimbursement for any fees, expenses, or other costs
incurred in connection with this RFP including the costs of preparing the response,
providing any additional information and attending an interview or interviews. All
material submitted in response to this RFP will become the sole property of CCCERA.
CCCERA expressly reserves the right to utilize any and all ideas submitted in the
proposals received unless covered by legal patent or proprietary rights.

Interviews
Interviews may be conducted at CCCERA’s discretion. All organizations

selected for interview will be notified of the interview date(s) at least one week in
advance.


mailto:info@cccera.gov
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Confidentiality

All responses to this RFP become the property of CCCERA and will be kept
confidential until such time as a recommendation for award of a retainer agreement
has been announced. Thereafter, submittals are subject to public inspection and
disclosure under the California Public Records Act. If a responding organization
believes that any portion of its submittal is exempt from public disclosure, such
portion may be marked “confidential.” CCCERA will use reasonable and legally
permissible means to ensure that such confidential information is safeguarded to
the extent that CCCERA, in its independent judgment, concludes that the
information is in fact exempt from disclosure, but CCCERA will not be liable for
inadvertent disclosure of such materials, data and information. Proposals marked
“confidential” in their entirety will not be honored and CCCERA will not deny public
disclosure of all or any portion of submittals so marked.

By submitting information with portions marked “confidential”, the responding
organization represents it has a good faith belief that such material is exempt
from disclosure under the California Public Records Act and agrees to reimburse
CCCERA for, and to indemnify, defend and hold harmless CCCERA, its officers,
fiduciaries, employees and agents from and against: (a) any and all claims,
damages, losses, liabilities, suits, judgments, fines, penalties, costs and
expenses including, without limitation, attorneys’ fees, expenses and court costs
of any nature whatsoever (collectively, “Claims”) arising from or relating to
CCCERA’s non-disclosure of any such designated portions of a proposal if
disclosure is deemed required by law or court order.

SECTION IV
PROPOSAL REQUIREMENTS

Proposals must include the following information:

1. A cover letter providing a statement affirming that the signatory is
empowered and authorized to bind the respondent to an engagement
agreement with CCCERA and represents and warrants that the
information stated in the proposal is accurate and may be relied upon by
CCCERA in considering and potentially accepting the proposal.

2. An executive summary that provides the respondent’s background,
experience and other qualifications to provide the services specified in the
RFP.

3. A description of the respondent including:
a. Brief history including year the respondent firm was formed.
Ownership structure.
Office locations.
Organization chart.
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Annual revenues.

Scope of services offered.

> @ =

Respondent’s specialties, strengths and limitations.

Respondent’s experience providing the services specified in the
RFP.

j- Are your financial reports independently audited? If so, what is the
name of the audit firm?

k. How is your sub-contract vendors initially vetted? How is their
performance monitored?

. Atleast three (3) references for which the respondent has provided services
similar to those specified in this RFP. Please include for each reference the
individual point of contact, a summary of the work performed, and the length
of time the respondent provided this service.

. Copies of any pertinent licenses required to deliver respondent’s product or
service. (i.e.. Business License)

6. A copy of respondent’s standard professional services contract.

7. A proposed work plan and timeline for the scope of services, including the

deliverables for each item. An explanation of the pricing proposal for the
scope of work including pricing of fees and costs, billing practices and
payment terms, if any, that would apply. CCCERA does not place any limits
on the approach to pricing and is open to presentation of more than one
pricing alternative for the scope of work, or portions of it. This section of the
response should include an explanation as to how the pricing approach(es)
will be managed to provide the best value to CCCERA. The respondent
should represent that the pricing offered to CCCERA is, and will remain,
equivalent to or better than that provided to other public pension funds
and/or institutional investor clients, or should provide an explanation as to
why this representation cannot be provided. All pricing proposals should be
‘best and final,” although CCCERA reserves the right to negotiate on
pricing. (If the respondent is submitting a proposal for a partial bid as
outlined in Section lll, the scope of the bid must be specified.) Regardless
of whether respondent is submitting a bid for all services or partial, items 1
through 5 in Section Il should be priced separately, for comparison
purposes.

. An explanation of all actual or potential conflicts of interest that the
respondent may face in the representation of CCCERA. Specifically, and
without limitation, disclose any prior or current work for CCCERA, including
any assessment, audit, or advisory work related to the services in this RFP,
and how the respondent would maintain independence.

. A description of all past, pending, or threatened litigation, including but not
limited to malpractice claims, and all administrative, state ethics, and
disciplinary proceedings and other claims against respondent and any of
the individuals proposed to provide services to CCCERA.
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10.Any other information that the respondent deems relevant to CCCERA’s
selection process.

SECTION V
EVALUATION AND SELECTION

Evaluation Criteria

CCCERA will evaluate the responses and make a recommendation to the full
CCCERA Board for approval. The evaluation committee will consider the
following factors:

1. Understanding of the services required.

2. Quality, clarity and responsiveness of proposal.

3. Proposed fees'.

4. Information provided by client references.

5. Demonstrated competence and professional qualifications necessary

for successfully performing the work required.

6. Background and related experience of the principal individuals to be
assigned to provide services.

7. Interviews, if conducted.

Selection Process

CCCERA will initially review all responses to determine responsiveness. Any response
that does not address all requested requirements or is incomplete will be rejected.

CCCERA will evaluate all responses based on the criteria stated above. The
evaluation committee may afford organizations the opportunity to clarify responses for
the purpose of assuring a full understanding of their responsiveness to the RFP.

CCCERA may conduct interviews with organizations found to be most qualified to
perform the services required, based upon the criteria listed in this RFP. If so, the
organizations will be notified in advance of the proposed interview date.

All responding organizations will be notified in writing once one or more organizations
have been selected and approved.

! Although proposed fees will be given significant weight in the selection process, CCCERA reserves the
right to negotiate with any organization selected, lower fees or a different fee structure.
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SECTION VI
RESPONSE INSTRUCTIONS AND CONDITIONS

1. This RFP does not commit CCCERA to award a contract, pay any
costs incurred in the preparation of a response, or procure or contract
for services of any kind whatsoever. CCCERA reserves the right, in its
sole discretion, to negotiate with any or all organizations considered, or
to cancel this RFP in whole or in part.

2. Responding organizations may be requested to clarify the contents of
their response.

3. A responding organization may be required to participate in
negotiations and to submit hourly fee, price, costing, technical or other
revisions to its response which may result from such negotiations.

4. All material submitted in response to this RFP will become the sole
property of CCCERA.

Response Submission

Responses must include a cover letter indicating the mailing address of the office
from which the response is submitted, the name of the individual who will represent
the organization as the primary contact person for the response, and the telephone,
fax and e-mail information of the primary contact person.

Administrative Specifications

1. All responses must be irrevocable for 180 days and signed by an
authorized officer of the organization.

2. Successful responding organizations must agree to provide CCCERA with
audit access on request during the term of the contract and for 7 years
thereafter.

3. CCCERA at any time, in its sole discretion, may terminate its contract with
the selected organization, or postpone or delay all or any part of the
contract, upon written notice to the selected organization.

SECTION Vi
CONTRACT APPROVAL

CCCERA'’s selection of a provider shall not be binding until it has been approved
by CCCERA’s Board of Retirement.



